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Chapter 1 Introduction

The PecOPCServer software from Ceiec Electric Technology (CET) is an OPC server program based on

CET’s energy management software such as PecStar iEMS, iEEM and so on. It provides user with

monitoring and real-time measurements of the OPC Server system.

Taking PecStar as OPC server for example, this manual provides PecOPCServer‘s installation guide,

configuration and how to test connection between OPC server and client.

1.1 Summary of Topics in This Guide

This document provides the following information:

PecStar OPC Server Installation

Describes the steps required to install PecStar OPC Server on a single computer hosting
standalone Server.

Configure PecStar OPC Server

Introduces how to configure real-time sources or node status sources via PecStar OPC Server.
DCOM Configuration

Introduces how to configure DCOM configuration.

Configure Local Security Policy of Win?7

Introduces how to configure Win7’s local security policy before connecting to OPC server.
Test Connection through OPC Client

Introduces how to test connection between OPC server and client via 3™ party OPC Client, such
as MatrikonOPC Explorer.

1.2 Basic Procedure to Use PecStar OPC Server

Install OPC Server

|

Configure OPC Server

v

Configure DCOM

\ 4

Configure Security Policy

\ 4

Test Connection
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Chapter 2 PecStar OPC Server Installation

Before installing PecStar OPC Server, please ensure you have completed the tasks described in the
following list:
o  Obtain Installation programs including:
= PecOPC_Setup.exe
= PecOPCServer.exe
=  PecsOPCServer.lang

o  PecStar iEMS has been installed successfully and Site has been configured.

2.1 Install PecStar OPC Server

The following outlines how to install PecStar OPC Server.

1. Double-click the PecOPC Setup.exe to begin the installation.

@uv| .« OPC » PecStar OPC Installtion - | ¢,| Search PecStar OPC Inst
File Edit View Tools Help
Organize » Open Mew folder i v [ .j@.
[ Favorites E i
I- Desktop ‘E) =) “ 1
= Recent Places PecOPC Se | PecOPCSer  PecOPCSer
tup.exe VEr.Exe wverlang

4 Downloads

m

= Libraries
3 Documents
rJ“- Music
= Pictures

B Videos

M Computer
&, Local Disk (C3)
= Local Disk (D:)
a Local Disk (E:) -

PecOPC Setup.exe Date modified: 2014/11/3 8:38
‘l!l Application Size: 6.51 MB

2. Select language and click Next.

3. Click Next when Welcome page appears.
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Extended Module Installation - InstallShield Wizard (=230

Welcome to OPC Server Extended Module
Installation

Current Wersion:1.00.007

Brief: Common Extend Installation supportz a Common
zolution to create a new extend module intallation; With
little config pou kan create a nev and personel
Eutend-nstallation. .

< Back [ Mext » ][ Cancel ]

4. Read the License Agreement. If you agree, click | accept the terms of this license agreement and
click Next.

Bxtended Module Installation - InstallShield Wizard

License Agreement
Pleaze read the following license agreement carefully.

Usger License dgreement

| »

[The agreement iz gowerned by The People's Repulic of Chinal

m

Thiz agreement iz legal agreement between youleither an individual or a single entity] the
"LICEMSEE" and Ceiec Electric Technology Inc.["CET"] about softveare product of
"PecStar”. [t includes software developer CET's commitment to user and upgrade
ingtructionz. Pleaze read carefully,

"PecStar” includes computer software, relative mediaz, and any printed materialz,online or
electronic documents [Msoftware product” or “softvare').Once install repoduce and use
the software product in other mode,it means that the LICENSEE agrees to all license =

NN UINEN T [T INE

@) | accept the terms of the license agreement

() | do nat accept the terms of the license agreement

[ < Back ][ Mext » ][ Cancel ]

5. Select destination system and click Next. After installation, the OPC program will be installed on
the selected system’s installation path.

Please note that the available systems will be different according to local installed program.
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6.

7.

Bxtended Module Installation - InstallShield Wizard

DestinationSystemSelect

InstallShield

Pleaze select one system which the extended module will be installed into..

Excelsyiord Reporter 2.0

IEMSweb

EMS W36

< Back ]I Mt > I[ Cancel

Click Next when Verifying Environment page appears.

Extended Module Installation - InstallShield Wizard (=230
Verifying Environment

This is the install-environments detected result, Install program
will install the uninstalled environments if you select Mext™.

OPC Core Components Redistributable
Mot installed

< Back I[ Mext = ] [ Cancel

Click Install.
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EBxtended Module Installation - InstallShield Wizard

Ready to Install the Program
The wizard iz ready to begin installation.

ElICk 1 hwmll b b s Ll M T |
Windows Installer
I ya o exit

the w _ITH] Freparing to install..
1 e
]

Cancel

InstallShield

[ < Back ][ Imstall ][ Cancel ]

8. There are two pages appear, one is used to continue to install PecOPCServer, another is used to
install OPC Core Components. Click Install and wait for several seconds, and click Finish when it

complete.

Extended Module Installation - InstallShield Wizard

Ready to Install the Program
The wizard iz ready to begin inztallation.

Click Inzstall ta beain the inztallation.

If you want to review or chanage any of your installation zettings, click Back. Click Cancel ta exit
the wizard,

InztallShield

< Back ][ Install ][ Cahicel
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Extended Module Installation - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Extended
Module Installation. Click Finish to exit the wizard.

< Back Cancel

9. Atthe following page, select | Agree and click Next to install OPC Core Components.

13} OPC Core Components Redistributable (+86) 105.1 o 2 ==

License Agreement

Pleagze take a moment to read the licenze agreement now, If you accept the terms belov, chok "l
Agree”, then "Mest". Otherwize click "Cancel™,

NON-EXCLUSIVE LICENSE AGREEMENT -

The OPC Foundation, a non-profit corporation (the "CQPC
Foundation"), has established a set of specifications
intended to foster greater interoperability between
automation/control applications, field systems/devices,
and business/office applications in the process control

industry.
The OPC anecificatinoma define atandard interfarces. kT4
(1 Do Mat Agree @ | Agree

10. Select an Installation Path and specify the users of OPC Server, and then click Next.
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13} OPC Core Components Redistributable (+86) 105.1 o 2 ==

Select Installation Folder

FOUNDATION

The installer will inztall OPC Core Components Redigtibutable [86] 105.7 to the follmwing folder,

To ingtall in this folder, click "Nest". Toinstall to a different folder, enter it below or click "Browse".

Folder:

C: W UzershTudy Applat ahLocal WIFC Foundation'Core Compone Browse...
Dizk Cost...

Install OPC Core Components Redistributable (86) 105.7 for yourself, or for anyone who uses this
computer:

@ Everpone

CJust e

Cancel I I < Back I I Meut =

11. Confirm installation and click Next.

13} OPC Core Components Redistributable (+86) 105.1 o 2 ==

Confirm Installation

FOUNDATION

The installer iz ready toingtall JPC Core Components Redistnbutable [#36] 105.1 on pour computer.

Click "Mext'" to start the installation.

Cancel I I < Back I I Meut =

12. Wait for about a minute.

10
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fg‘ﬁ OPC Core Components Redistributable (:86) 105.1

Installing OPC Core Components
Redistributable (x86) 1051

FOUNDATION

OPC Core Components Redigtibutable [#36] 105.1 iz being ingtalled,

Flease wait...

13. When the Installation finished, click Close to exit the application.

fg‘ﬁ OPC Core Components Redistributable (:86) 105.1

Installation Complete

FOUNDATION

OPC Core Components Redigtibutable [#36] 105.1 hag been successfully installed.

Click "Cloze to exit.

Pleaze uge Windomws Update to check for ary critical updates to the MET Framework,

Cancel < Back

2.2 Copy PecsOPCServer.exe and PecsOPCServer.lang

Now we can begin the next steps:

1. Come back to the folder which save installation programs.

11
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=)o)

@Gv| .« OPC » PecStar OP... - | g | | Search PecStar OPC Installtion pel |

File Edit View Tools Help
Organize = Include in library = Share with « Mew folder i« O @
- Favorites =
Bl Desktop & %l ﬂ
5l Recent Places PecOPC_Se PecOPCSer PecOPCSer
& Downloads tup.exe VErEXE ver.lang

m

- Libraries
3 Documents
J‘- Music

= Pictures

E Videos

M Computer
&, Local Disk (C3)
—a Local Disk (D:)
—a Local Disk (E:) =
3 items

2. Copy PecOPCServer.exe to the Common folder. For example, if you install PecStar in D:\CET, then

please copy this file to D:\CET\Common.

oo
@Tl\ujl'| ;< CET » Com.. b v|d'n’|| Search Commeon }Jl
File Edit VWiew Tools Help
Organize » Open New folder =~ O u@-

»{ Favorites i

S—
PR Desktop :
5 Recent Places | o y

4 Downloads

PecEvent.exe PecOPC_Setup.ex

. Libraries S
3 Documents
J? Music i
=/ Pictures

B videos

. PecOPCServer.elf PecOPCServer.ex
1M Computer e

&, Local Disk () i g

PecCPCServer.exe Date modified: 2014/11/12 15:22
'ﬁ"l Application Size: 595 KB

3. Copy PecOPCServer.lang to the D:\CET\Common\language folder.

12
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@1\:}1'| , # Com.. » language - | ¢¢| Search language je |
File Edit VWiew Tools Help
Organize » MjOpen A New folder =+ [0 E@l

o~
[ Favorites Y

Bl Desktop o =

5 Recent Places
4 Downloads
PecMail.lang PecOPCServer.la

. Libraries ng
3 Documents . .

J'u Music oty
v

=/ Pictures
B videos
; PecReport.en-US. pecsdrv.lang
1M Computer rESOUrCES
&, Local Disk () i g

PecOPCServer.lang Date modified: 2014/11/3 8:37
- LAMG File Size: 4.06 KB

2.3 Uninstall PecOPCServer

There are two ways to uninstall PecOPCServer automatically
Double-click PecOPCServer Setup.exe, and then click Remove, and then click Next to continue.

n
Extended Module Installation - InstallShield Wizard
Welcome
Modify, repair, or remaove the program.
Welcome to the Extended Madule Installation Setup Maintenance prograrn. This program lets
you modify the current installation. Click one of the options below.
) Repair
ﬁ Reinstall all program features installed by the previous setup.
@ Remave
@ Femove all installed features.
< Back Mext > ] [ Cancel
. Open Control Pane, find the OPC Server, right-click and select Uninstall.

13
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=) ||
—,
@u" » Control Panel » All Control Panel fems » Programs and Features 2 |
File Edit View Tools Help
Control Panel H .
S Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features an or
Gl Organize *  Uninstall Change - @l
Name Publisher Installed On | Size =
PR OPC Core Components Redistributable (x86) 105.1 OPC Foundation 2015/1/23
[=lopc 5 CEIEC Electric Technology 2015/1/23
B Mic br=r] 2015/1/23 E
B Mat Change ian MatrikanOPC 2015/1/23
gMatnkonClPC Explorer MatrikenOPC 2015/1/23 L4
gMatrikonOPC Analyzer MatrikenOPC 2015/1/23
ﬁ!\EMSVE‘S CET Inc. 2015/1/20

14
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Chapter 3 Configure PecStar OPC Server

Before configuring PecStar OPC Server, please ensure PecOPCServer and Dserver have been started, and
the target data sources, including sites, stations, devices, data points have been configured via PecConfig.
1. Double-click PecOPCServer.exe in the D:\CET\Common folder.

2. The following information will be popped out, click OK.

Information @

[ 4 ) The program didn't find the configuration file of OPC server. Please click Config button to config relative
- parameters and save the configuration.

3. Click Config.

The DServer will be started automatically.

PecStars OPC Server

2015/1/20 15:21:33

Server Status

0 Client Link

0 Group Link

4. Input the user name and password. Click OK.

User Login e e )
User: Iz_m j

Password: |

oK | Cancel |

5. Click Batch Add[B] or Add[A] to add parameters.

15
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PecOPCServer Configuration [
Mo, Station Site. Device Source Type | Alias ‘
Batch Add[B] Add[A] Quit[Q] Digital Out

6. Similar to PecConfig, you can select and add the parameters.
e Batch Add[B]: add parameters in batches.
Select All: Click to select all parameters that displayed in the table.
Select parameters in batches: press Ctrl and click the parameters you want to select.

Select None: After selected all parameters, click Select None to cancel all of them.

Select Source @
Select None | Select All | Synchronize... |
Device List: Source List:

= Add System Node1 MName | Type | No. | D | -
=3 IJI_T'E'SSDi Va(V) Analog a 977
L PMC-680 Vb(V) Analog 1 978
[=1- pmc-630i Velv) Analog 2 379
L. PMC-6802 Vin avg(V) Analog 3 980
- Formula VaV) Analog 4 981
Vab(v) Analog 5 932
Vbe(V) Analog [ 983
VealV) Analog 7 934

g Analog E

Ta(A) Analog ] 936
Ib{a) Analog 10 987
Tc(a) Analog i1 988
Tavg(a) Analog 12 939
I4A) Analog 13 990
15(A) Analog 14 991
kwa Analog 15 992
kW b Analog 16 993
kw c Analog 17 994
kW Total Analog 8 995
kvar a Analog 19 996
kvar b Analog 0 997

kvar ¢ Analog 21 998 S

Ok | Cancel ‘

Synchronize: synchronize one device’s configuration to another same type of device.
Only the following conditions are met and then you can use Synchronize function:
o In Site List area, at least one device has been selected.
o In Candidate Device List, at least one device’s type is same with selected device of
Site List area.

o In Selected Device List, at least one data source has been selected.

16
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Synchronize Configuration @
Site List: Candidate Device List: Selected Device List:
[J- Add System Node1 Name Name D |
- prnc-G80i PMC-5802 PMC-5802 2

ﬂ

Ok Cancel

e Add asingle parameter atatime. Click Add[A], select data source including Real-time Source
and Node Status and click Select.

Select Realtime Source JOOO0000K @
’m Mode Status

=8 Add System Node1 Nare Tome Code [ "
#-E1 pme-GAli Walv) Analog 977
i WHY] Analag 973
o] | Analog 979
Farmula Win awgl] Analog 320
WAl Analog 951
Wbl Analag 932
Whelv] Analag 933
Wealv] Analag 934
Wil awaly) Analog 985
lald)] Analog 986
Ibia) Analog 937
lcf) Analog 983
| avgla) Analag 939
14[&) Analog 990
15[4) Analog 991
k' a Analog 9932
kwb Analog 933
kw e Analog 934
I Total Analog 995

kwvar a Analog 996 -

o Select | j'L Close |

7. (Optional) Click Edit to make alternation for existing configuration.

Select a parameter and click Edit, you can change it into other parameters.

17
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8.

10.

PecOPCServer Configuration ==l
No. | Station | site Device [ source [Type [ Alias |
0 Add System Node1  pmc-6801 PMC-680 va(v) Analog  Add System Node 1.pmc-680i, PMC-680.Va(V)

1 Add System Node1  pmc-680i PMC-680 V() Analog  Add System Node 1.pmc-680i,PMC-680.Vb(V)

2 Add System Nodel  pme-68Di PMC-580 velv) Anslog  Add System Node 1.pmc-680i,PMC-680.Vc(¥)

3 Add SystemNodel  pme-680i PMC-680 Vin ava(V) Analog  Add System Node1.pmc-680i. PMC-680.VIn avg(V)

4 Add System Node1  pme-68Di PMC-580 Va() Anslog  Add System Node 1.pmc-680i,PMC-580.V4(V)

5 Add System Node1  pmc-680i PMC-680 Vab(V) Analog  Add System Node 1.pmc-680i PMC-680.Vab({V)

5 Add System Nodel  pmc-680i PMC-680 Vbe(¥) Analog  Add System Node 1.pmc-680i,PMC-680.Vbe(V)

7 Add System Node1  pmc-680i PMC-580 VealV) Analog  Add System Node 1.pmc-680i. PMC-680.Vca(V)

8 Add System Nodel  pmc-630i PMC-630 Vilavg(V) Analog  Add System Node 1.pmc-680i.PMC-630.V1 avg (V)

] Add System Node1  pmc-680i PMC-680 1a(A) Analog  Add System Node 1.pmc-680i, PMC-680.1a(A)

10 AddSystemNodel — pmc-630i PMC-680 Ib(a) Analog  Add System Node 1.pmc-680i,PMC-680.Ib(A)

11 AddSystemNodel  pme-680i PMC-580 1e(A) Anslog  Add System Node 1.pmc-680i,PMC-580.1c(A)

¥] Add SystemNodel  pme-680i PMC-680 Tavg(a) Analog  Add System Node1,pmc-680iPMC-680.1 ava(A)

13 AddSystemNodel  pme-680i PMC-580 14(8) Anslog  Add System Node 1.pmc-680i,PMC-650.14(A)

14 Add System Node1  pmc-680i PMC-680 V2 Unbalance(%) Analog  Add System Node 1.pmc-680i PMC-680.V2 Unbalance (%)

15 AddSystemNodel  pmc-630i PMC-680 V0 Unbalance(%) Analog  Add System Node 1.pmc-680i, PMC-680.V0 Unbalance(%)

16 Add System Node1  pmc-680i PMC-580 15 Demand(A) Analog  Add System Node 1.pmc-680i, PMC-680.15 Demand(A)

17 AddSystemNodel  pmc-630i PMC-630 k\Wa Demand(cW) Analog  Add System Node 1.pmc-680i,PMC-650.kWa Demand (ki)

18 Add System Node1  pmc-680i PMC-680 kwb Demand(kw) Analog  Add System Node 1.pmc-680i, PMC-5680.kWh Demand (ki)

19 AddSystemNodel —pmc-630i PMC-680 k\Wc Demand (ki) Analog  Add System Node 1.pmc-680i,PMC-680.kWc Demand(kiv)

0 AddSystemNodel  pmc-680i PMC-580 KWW Total Demand (ki) Anslog  Add System Node 1.pmc-680i,PMC-580.kW Total Demand(kiv)

21 Add System Nodel  pmc-630i PMC-680 kvara Demand(kVar) Analog  Add System Node 1.pmc-680i PMC-580.kvara Demand(kvar)
22| Add System Nodel | pmc-680i _____[PMC-680 [ kvarb Demand(kVan) [ Analog | Add System Node Lpmc-680i.PMC-680.kvarb Demand(kVar

23 Add System Node1  pmc-680i PMC-680 kvarc Demand(kVar) Analog  Add System Node 1.pmc-680i.PMC-680. kvarc Demand (Var)

24 AddSystemNodel  pmc-680i PMC-680 kvar Total Demand(kvar)  Analog  Add System Node 1.pmc-680i,PMC-680.kvar Total Demand(kVar)

25 Add System Node1  pmc-680i PMC-580 kvAa Demand(kva) Analog  Add System Node 1.pmc-680i, PMC-680.kVAa Demand (kVa)

Batch Add[E] Add[A] ‘ I Edt[E] | Insert(l] Delete[D] save[s] Quital Digital Out

(Optional) Click Insert to insert a parameter at a specific location.

Select a selected parameter and click Insert, you can insert another parameter at this location.
(Optional) Delete parameters.

Select a parameter and click Delete, and then confirm the operation.

Delete parameters in batches by pressing Shift or Ctrl while you select parameters, and then click

Delete.

Canfirm @

Confirm to delete?

(Optional) Add Digital Out parameters.
Before adding Digital Out parameters, please make sure you have added Digital Out Source via
PecConfig.

1) Click Digital Out.

18
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2)

3)
4)

Digital Out Source Configuration
No. [ Station | Digital Out Source | Status Source [ Alias |
ncdial | EdHE] Insert{1] Delete[D] Save[s] cuitial

Click ADD[A].

Select Digital Out

Add Systern Mods1 ~|

P ew Digital Out]
Mew Digital Out2

/ Select I

I Esit |

Choose DO source and click Select.

Select Realtime Source or Node Status parameters.

19
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Select Realtime Source JOOO0000K @
Realtime Source | Mode Status
=8 Add System Node1 Mame Type Code [ -
BB pme-E80i Valv) Analog 1 |
- Whiv) Analog 2
A= Analog 3
Farmula Wln avgl] Analog 4
WAl Analog 5
Wablv] Analog E
Whelv] Analog 7
Wiealv] Analog 8
Wl avgly) Analog 9
laf) Analog 10
Ibia) Analog 11
lcf) Analog 12
| avgld) Analog 13
14[4) Analog 14
15[4) Analog 158
k' a Analog 16
kwb Analog 17
kw e Analog 18
I Total Analog 149
kwvar a Analog 20 -
g/ Select | j'L Close |

5) Other operations such as Edit, Insert and Delete are similar as corresponding operations
of single parameter, please refer to steps 6 to 8 above.
6) Click Save to save the configuration and click Quit to exit Digital Out parameter
Configuration interface.
11. Put real-time source under PecStarMeasure Branch.
Select a parameter, right-click and select Put Real-time Source under PecStarMeasure Branch.
Then on the Add Items page of 3™ party OPC client, the branch node PecStarMeasure will be
created under PecStar3.00PCServer.1.

PecOPCServer Configuration

Ma. | Station ‘ Site | Device ‘ Source |Ty'pe | Alias

1] Add System Nodel  pmc-680i PMC-580 Valv) Anzlog  Add System Model.pmc-680i. PMC-680. Va(V)

1 Add System Nodel  pmc-680i PMC-580 Vb(V) Anzlog  Add System Model.pmc-680i. PMC-680.Vb({V)

2 Add System Nodel  pmc-680i PMC-580 ve(v) Anzlog  Add System Model.pmc-680i, PMC-680.VelV)

3 Add System Nodel  pmc-680i PMC-580 Vin avalv) Anzlog  Add System Model.pmc-680i,PMC-680.Vin avalV)

4 Add System Nodel  pmc-680i PMC-580 VaAV) Anzlog  Add System Model pmc-680i,PMC-680,V4{(V)

5 Add System Model — pmc-680i PMC-680 vab(V) Anzlog  Add System Mode1.pmc-680i, PMC-680. Vab{V)

6 Add System Model — pmc-680i PMC-680 Vbe(V) Anzlog  Add System Model,pmc-680i,PMC-680, Vbc(V)

7 Add System Model — pmc-680i PMC-680 Vea(V) Anzlog  Add System Model,pmc-680i,PMC-680, VealV)

8 Add System Model  pmc-680i PMC-680 Vil avg(v) Anzlog  Add System Model, pmc-630i,PMC-680. VIl avalV)

] Add System Model  pmc-680i PMC-680 Ia(p) Anzlog  Add System Model,pmc-630i,PMC-680,Ia(A)

10 Add System Model  pmc-680i PMC-680 Ib(p) Anzlog  Add System Model,pmc-630i, PMC-680, Ib{A)

11 Add System Model  pmc-680i PMC-680 Ic(a) Anzlog  Add System Mode1.pmc-630i, PMC-680,Ic(A)

12 Add System Mode1  pmc-680i PMC-680 Tavg(h) Analog  Add System Mode1,pmc-680i,PMC-680.T avg(A)

13 Add System Node1  pmc-680i PMC-680 4(A) Analog  Add System Mode1.pmc-680i,PMC-680, [4(4)

14 Add System Node1  pmc-680i PMC-680 15(A) Analog  Add System Mode1.pmc-680i,PMC-680,15(4)

15 Add System Nodel  pmc-680i PMC-580 kW a Analog  Add System Node1.pmc-630i. PMC-680.kW a

16 Add System Nodel  pmc-680i PMC-580 kWb Analog  Add System Node1.pmc-630i. PMC-680.kW b

17 Add System Nodel  pmc-680i PMC-580 kW c Analog  Add System Mode1.pmc-630i, PMC-680.kW c

18 Add System Nodel  pmc-680i PMC-680 kW Total Analog  Add System Mode1.pmc-680i.PMC-680. kW Total

19 Add System Nodel  pmc-680i PMC-680 kvara Analog  Add System Mode1.pmc-680i.PMC-680.kvar a

20 Add System Nodel  pmc-680i PMC-680 kvar b Analog  Add System Mode1.pmc-680i.PMC-680.kvar b

21 Add System Nodel  pmc-680i PMC-680 levar € Analog  Add System Node 1.pmc-680i.PMC-680. kvar ¢

22 Add System Nodel  pmc-680i PMC-680 levar Total Analog  Add System Node1.pmc-680i. PMC-680. kvar Total

23 Add System Nodel  pmc-680i PMC-680 kva a Analog  Add System Mode1.pmc-630i. PMC-680.kVA 3

24 Add System Nodel  pmc-680i PMC-680 kva b Analog  Add System Mode1.pmc-530i. PMC-680.kVA b

% Add System Nodel  pmc-680i PMC-680 kvA Total Batch Add[B]

27 Add System Nodel  pmc-680i PMC-680 PFa Add[A

i} Add System Nodel  pmc-680i PMC-680 PFb [A]

23 Add System Nodel  pmc-680i PMC-680 PFcC Insert(]]

30 Add System Nodel  pmc-680i PMC-680 PF Total

31 Add System Nodel  pmc-680i PMC-580 Freq(Hz) Delete[D]

32 Add System Nodel  pmc-680i PMC-580 data Update Time

33 Add System Nodel  pmc-680i PMC-580 data Update flag E

34 Add System Nodel  pmc-680i PMC-580 Va fVab Overdeviation{’ IJ Eutisabtiebouicimdenectadieasu= R mnch I (%%)
35 Add System Nodel  pmc-680i PMC-580 Vb fvbc Overdeviation{%) Analog  Add System Model.pmc-680i.PMC-680.Vb /Vbc Overdeviation{3t)
36 Add System Nodel  pmc-680i PMC-580 Ve Vea Overdeviation(%:) Analog  Add System Model.pmc-680i. PMC-680.Ve fVca Overdeviation(%)
37 Add System Nodel  pmc-680i PMC-580 Va /Vab Underdeviation... Analog  Add System MNodel.pmc-680i. PMC-680.Va /Vab Underdeviation (%)
38 Add System Nodel  pmc-680i PMC-580 Vb jvbc Underdeviation(... Analog Add System Model.pmc-680i.PMC-680.Vb /Vbc Underdeviation(3t)
39 Add System Nodel  pmc-680i PMC-580 Va f Vab Pt Anazlog  Add System Mode1.pmc-680i, PMC-680.Va [ Vab Pit

12. Click Save to save the configuration. After you add all the parameters, click Quit.
13. Click View. The Value should be the same with Front.exe (SCADA program).
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PecStar3 OPC Server @

2015/1/21 9:12:24

Server Status

0 ClientLink

0 GroupLink

(& view [E=EER

o, | Station | Site | Device | Source | Type | Y alue | Alias |
i} Add Spstern ... 330 330 YWinavg Analog 22011 Add System ...
1 Add Spstem .. 330 330 Ya Analog 22012 Add System ..
2 Add Spstern ... 330 330 Wh Analog 220,09 Add System ...
3 Add Spstem .. 330 330 Wi Analog 22014 Add System ..
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Chapter 4 DCOM Configuration

After installed PecStar OPC Server, you need to do the DCOM Configuration to make other clients can
remote connect to the server. DCOM stands for Distributed Component Object Model, is a
proprietary technology for communication among software components distributed across networked

computers. Here are the configuration steps.

1. Click the Start > Search bar, input mmc -32 (on both 32-bit or 64-bit operating systems) and press

Enter to open Microsoft Management Console, please refer to the figure below.

[ 5
Consolel - [Console Root] o | B i
File Action View Favorites Window Help N
=20 := 8

~| Console Root Name Actions
There are no items to show in this view. CapeolaRen -
More Actions »
2. Click File > Add/Remove Snap-in...

[ ~
Consolel - [Console Root] = | B |l
Action View Favorites Window Help _ =] =
& New Ctrl+N

= Open... Ctrl+Q Actions
sove Carle Console Root -
Save As... no items to show in this view.
Mare Actions 13
Add/Remove Snap-in... Ctrl+M
Options...

1 CAWindows\...\eventvwr.msc
2 C\Windows\...\compmgmt.msc
3 C\Windows\...\devmgmt.msc

4 C\Windows\...\services.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in consaole.

3. Add the Component Services, and click OK.
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Add or Remove Snap-ins

=

Available snap-ins:

Description:

Component Services {COM+) management toal.

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:

Snap-in Vendar = ] Eonsole Root Edit Extensions...

= ActiveX Control Microsoft Cor., +#+ Component Services RemereE
Authorization Manager Microsoft Cor.. = :
Certificates Microsoft Cor. |

H omponent Services I Microsoft Cor. | Move Up

&y Computer Management ﬁcﬂ Cor..i

=4 Device Manager Microsoft Cor.. foye Do

1=4 Disk Management Microsoft and.

@ Event Viewer Microsoft Cor..

"I Falder Microsaft Cor..

EJ' Group Policy Object Edi... Microsoft Cor..

ffg Internet Information 5...  Microsoft Cor..

(2@ Internet Information 5... Microsoft Cor.. _

4. Unfold the Component Services, right-click My Computer and click Properties.

-
ﬁ Consolel - [Conscle Root\Component Services\Computers\My Computer]

> [ ol

Help

4 I |

D

ﬁ File Action View Favorites Window Help -2 =
e 71AXE BRI LDIES=ES
| Console Root Mame fictions
PR C‘omponent Services | COM+ Applications ——— .
‘ f .CLWHMP;;E;:, e —|DCOM Config Mare Actions »

Refresh all components
- ttion Coordi...
» [7 DCO
< View 3
> [] Run
» [ Dist New Window from Here
Mew Taskpad View...
Export List...

Opens the properties dialog box for the current selection.

5. Click COM Security > Access Permission > Edit Limit... > Security Limit, and set Everyone,
Distributed COM Users’ permission as Allow, please refer to the figures below. Click OK to save

configuration
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(9

General Cptions Default Properties
Defautt Protocols COM Security MSDTC

Access Pemissions
You may edit who is allowed default access to applications. You may
also set limts on applications that detemine their own permissions.

-
My Computer Properties

& Caution: Modifying access pemissions can affect the ability
i lé of applications to start, connect, function and/ar run
securely.

[ Edtlmis.. || [ EdiDefauk.. |

Launch and Activation Pemissions
You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that

detemine their own permissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function

“ and/or run securely.

[ Edtlmis.. | [ Edi Defadk..

Leam more about setting these properties

F F
Access Permission M Access Permission
Security Limits Security Limits

|GI'K)LID or user names:

GI’OLID Or user names:

2 Everyone
Perfformance Log Users fyanyan-PC'\Peformance Log Users)

%Perforrnance Log Users fyanyan-PC"\Peformance Log Users)
RQJ Distributed COM Users fyanyan-PC'\Distributed COM Users) Distributed COM Users fyanyan-PC\Distributed COM Users)
RQJ.RNONYMOUS LOGON RQJ.RNONYMOUS LOGON

[ Add... ] [ Remave ] Add ] [ Remove ]
Permissions for Distributed COM
Permissions for Everyone Allow Deny Users Allow Derny
Local Access [} Local Access (]
Remote Access [} Remote Access (]

Leam about access control and permissions

ok | [ Cancel

Leam about access control and pemissions

oK | [ Cancel

If you can’t find Everyone or Distributed COM Users in the Group or user names, you can click Add... to

open the Select Users or Groups dialog box. Then click the Advanced....
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Select Users or Groups

Select this object type:
Users, Groups, or Builtin security principals Object Types...
From this location:

YANYAN-PC Locations...

i

Erter the object names to select (examples):

Check Names

o) [ s

Click Find Now, in the Search results, select Everyone and click OK. Use the same method to add
Distributed COM Users.

~
Select Users or Groups m

Select this object type:
Users, Groups, or Built-in security principals| Object Types...
From this location:
Common Queries
Mame: Starts with Columns...

Descrption:, | Starts with m

Disabled accounts

Stop
Non expiring password

. = 3
Days since last logon: ?2_7

Search results: o e

Name (RDN) In Folder
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~
Select Users or Groups m

Select this object type:

Users, Groups, or Builtin security principals

From this location:

Common Queries

Marme: Starts with Columns...
Description: | Starts with
Stop

Disabled accounts

Non expiring password

. = 3
Days since last logon: ?2_7

[ ok ][ Cancd |

Search results:

Name (RDN) In Folder

M CREATOR O...

H2 Coyptographic...  YANYAN-PC
82 Debugger Us...  YANYAN-PC
&2 pIALUP

42 Distributed C.. YANYAN-PC
82 Event Log Re... YANYAN-FC

.|

-‘-'_. Everyone

2, Guest YANYAN-PC

2 Guests YANYAN-PC

%]Helpl.iblaryUp... YANYAN-FC il

6. Come back to COM Security settings. In the Launch and Activation Permissions, click Edit Limits...

And set Everyone and Distributed COM Users as Allow. Click OK to save configuration
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7.

(2

My Computer Properties
General | Options | Default Properties
Defaul Protocols | COMSscutty | MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

& Caution: Modifying access permissions can affect the ability
i l; of applications to start, connect, function and/or run
securely.

| Edilmis.. | [ Edi Defaut..

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can

and./or run securely.

i lé affect the ability of applications to start, connect, function

[ Edtlmis.. | [ Edi Defaul..
Leam mare about getting these properties.
[ ok |[ Cancel Apply

(2 mm|

-
Launch and Activation Permission

-
Launch and Activation Permission

Security Limits

GI’OLID or user names:

Security Limits

|GI'K)LID or user names:

2 Everyone
A, Administrators fanyan-PC\Administrators) %Mministlzﬂors {fyaryan-PCh\Administratars)
%Perforrnance Log Users fyanyan-PC\Performance Log Users) 82 Peformance Log Users fyanyan-PC\Peformance Log Users)
52, Distributed COM Users fyanyan-PC\Distributed COM Users) = A Distributed COM Users fyaryan-PC\Distributed COM Users)
[ Add... ] [ Remave ] Add ] [ Remove ]
Permissions for Distributed COM
Permissions for Everyone Allow Deny Users Allow Derny
Local Launch [} Local Launch (]
Remote Launch [} Remote Launch (]
Local Activation [} Local Activation (]
Remote Activation [} Remote Activation (]
Leam about access control and permissions Leam about access control and permissions
oK ][ Cancel ok | [ Cancel

Come back to COM Security settings. Click the Edit Default in Access Permissions.
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-
My Computer Properties @lﬂ

General | Options | Default Properties
Default Protocols |~ COMSecuty | MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

. Caution: Modifying access pemmissions can affect the ability
i l 4, of applications to start, connect, function and/or nun

secul

Edi Limits.. | [ Edi Defaut...

Launch and Activation Pemmissions
You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and./or run securely.

| Edilmis.. | [ Edi Defaut..

Leam moare about getting these properties.

[ ok |[ Cancel Apply

In the Access Permission dialog box, add the Distributed COM Users.

-
Access Permission m
Default Security

GI’OIJD Qr User Nnames:

' 4 Distributed COM Users {yarmyan-PCh\Distributed COM Users)
.S.!‘SELF

.S.!‘SYSTEM

.E»Lﬁdministmtors fyanyan-PChAdministrators)

[ Add... ] l Remave ]
Permissions for Distibuted COM
Users Allow Dery
Local Access [
Remate Access [

Leam about access control and permissions
[ ok || cancel |

8. Come back to COM Security settings. Click Edit Default in Launch and Activation Permissions, add

the Distributed COM Users and set it as below. Click OK to save configuration
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.
r B — —
My Computer Properties m Launch and Activation Permission
| General | Options | Default Properties | Default Security |
Defautt Protocals COM Security MSDTC
Access Permissions GI'OLID or user Nnames:
You may edit who is allowed default access to applications. You may SQJ SYSTEM
also set limits on applications that determine their own permissions. SQJ Administrators fyanyan-PC\Administrators)
Caution: Modifying access permissions can affect the ability Distributed COM Users {yanyan-PC\Distributed COM Users)
i l! of applications to start, connect, function andfor un S‘
S cecursly. S INTERACTIVE
Edi Limis.. | | Ecit Defoul
Launch and Activation Permissions Add... ] [ Remove ]
You may edit who is allowed by default to launch applications or Pemissions for Distributed COM
activate objects. You may also set limits on applications that Users Allow Dery
determine their own permissions.
Local Launch 0
Caution: Modifying launch and activation permissions can
/B, ffect the ability of applications to start, connect, function Remote Launch |
and/or run securely. Local Activation [}
[ Eims. | [ Edibeet. | temote Activation O
frammeE bt Leam about access control and pemmissions
" ok ][ caee

9. Come back to Console and navigate to Component Service > Computers > My Computer > DCOM
Config, set the OpcErum properties. On the right side of the list, right click OpcErum, and click

Properties.

N
Consolel - [Console Root\Component Services\Computers\My Computer\DCOM Config] E@u

File Action View Favorites Window Help Hli"il

* | Actions
- ﬁ ﬁ' ﬁ' ﬁ' ﬁ' DCOM Corfig =
4 [© Computers NCLUA  NDFAPL  netman  netprofm  NetProj
4 (& My Computer
» [ COM+ Applicatior

4 [~ DCOM Config i ﬁ ﬂ' ﬁ' *

& %SystemRoot?
bR oysemBeot: | yetwork and  npDapCtd  Offfine Files  OlnfoP12
Fosystemroot® Sharing Ce... Service Vi
%SystemRoot?

iew
Sesystemroot® ﬁ ﬁ ﬁ % Properties

Sesystemroot¥
Opensearch  otkloadr  QutOf Proc  Qutlock  Owverlay Class

syst %
systemroot Description... Mapi Han... Message ...
Fasystemroot®

3
4

P

b

3

4

[ 32-bit Preview ﬁ ﬁ ﬁ ﬁ %
b AccessibilityCp

3

4

P

b

[~ Console Root
4 (8. Component Services

Mare Actions P

e

b

W WS WG W W

‘& AccStore Class PDFPrevHn... PDFPrevHn... PDFShellinfo  pdfxctrl PecStar3
A

Y acppage.dll OPC Dat...

o | O F F @
AcroDistX il

4 m Ty PenIMC2 PenlMC4  PerfCenter  Persistent.. Photofcqu.  _
P

a) Hereis the General settings.
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b)

c)

OpcEnum Properties

General | Location | Security | Endpoints | Identity |

General properties of this DCOM application
Application Name: OpcEnum
Application |1D:

Application Type: Local Service

{13486044-4821-11D2-A494-3CB306C 10000}

Authentication Lewel: ’ None

-

Service Name: OpcEnum

Leam mare about getting these properties.

[ ok ][ Cancel Apply

Click Security.

OpcEnum Properties

| General | Location | Securty | Endpoints | Identity |

Launch and Activation Permissions
() Use Default

@ Customize

Access Permissions
() Use Default

@ Customize

Configuration Permissions

() Use Default

(@ Customize

Leam mare about getting these properties.

[ ok [ Cancel |[ ey

In the Launch and Activation Permissions, click Edit and adjust the settings like this.
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OK to save configuration

-

-
m Launch and Activation Permission m

Launch and Activation Permission

Security

Security

IGI'()LIP or user names: IGI'()LIP or user names:

2, Everyone
82, 5YSTEM

B2, 5YSTEM

Eaj Administrators fyanyan-PC\Administratars) Eaj Administrators fyanyan-PC\Administratars)

52, Distributed COM Users {yanyan-PC\Distibuted COM Users) " 4 Distributed COM Users {yanyan-PC\Distibuted COM Users)

52 INTERACTIVE 52 INTERACTIVE

’ Add... ] ’ Remave ] Add... ] ’ Remave ]
Permissions for Distributed COM

Permissions for Everyone Allow Dery Users Allow Dery
Local Launch (] Local Launch ]
Remote Launch (& Remote Launch (&
Local Activation = Local Activation =
Remote Activation = Remote Activation =

Leam sbout access control and permissions
0K || Cancel

Leam sbout access control and permissions
[ ok ][ Cancel

d) In the Access Permissions, click Edit and adjust the settings like this. Click OK to save

configuration
2 e | [ L2 ]

Access Permission Access Permission

-

Security

Security

IGI'()LIP or user names:

Group or user names:

52, Distributed COM Users fyanyan-PC\Distributed COM Users) - A Distributed COM Users {yanyan-PCh\Distributed COM Users)

2, Everyone

82 SELF 82 SELF

52, SYSTEM 52, SYSTEM

’ Add... ] ’ Remave ] ’ Add... ] ’ Remave ]
Permissions for Distributed COM

Permissions for Everyone Allow Dery Users Allow Dery
Local Access (] Local Access ]
Remote Access (& Remote Access (&

Leam sbout access control and permissions
[ ok ][ Cancel

Leam sbout access control and permissions
[ ok ][ Cancel

e) Inthe Configuration Permissions, click Edit and adjust the settings like this. Click OK to save

configuration
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-
Change Configuration Permission m

Security

GI’OIJD Qr User Nnames:

H2 CREATOR OWNER
82 5YSTEM
.ELMministmtors fyanyan-PChAdministrators)
A Distributed COM Users fyanyan-PC\Distributed COM Users)

Bij Users fyaryan-PC\Users)

[ Add ] l Remave ]
Permissions for Distibuted COM
Users Allow Dery
Full Control ]
Read ]

Special permissions

For special permissions or advanced settings,
click Advanced. fdvonced

Leam about access control and permissions

[ ok || cancel |

f)  Come back to OpcEnum Properties > Identity. Set it as The interactive user, if you can’t set
it as The interactive user, please set it as The system account (services only). Click OK to

save configuration

~
OpcEnum Properties @lﬂ

| General I Location | Security I Endpoints | Identity |

Which user account do you want to use to run this application?

The interactive user.
The launching user.
() This user.
Uger Browse....
Fazsword:

Confirm password:

(@ The system account (services only).

Leam mare about getting these properties.

(oK J[ Cancel J[ reny

10. Set the PecStar3 OPC Data Access 2.0 properties.
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r N
Consalel - [Console Root\Companent Services\Computers\My Computer\DCOM Config] E@u
File Action View Favorites Window Help Hli"il

|| Consele Root NCLUA NOFAPT netman netprofm TetFro/W « [ Actions

-
4 % Component Services DCOM Config =

8 v $ & & & @ -
4 (& My Computer More Actions P

1 [ COM+ Applicatior Network and  npDapCtrl  Offline Files  OlnfoP12  OpcEnum
4 7 DCOM Config Sharing Ce... Service

acppage.dil PenIMC2  PenIMC4  PerfCenter Persistent...

AcroBroker Enabler

b & %SystemRoot?

b f %systemroot® ﬁ' ﬂ ﬂ % %

b & %SystemRoot? OpenSearch  otkloadr  QutOf Proc  Qutlock  Owerlay Class

IS ‘i-‘-' Ssystemroot® Description... Mapi Han... Message ... | |
b & %systemroot® o
e | B & & & @

b Tsystemroot® PDFPrevHn... PDFPrevHn... PDFShelllnfo  pdfxctrl

b £ 32-bit Preview

b AccessibilityCp

b 8 AccStore Class ﬂ' ﬁ % ﬁ View ¢
boE

b oE

b o

| & & & &

]

a) Hereis the General settings.

~
PecStar3 OPC Data Access 2.0 Properties @lﬂ

General | Location | Security | Endpoints | Identity |

General properties of this DCOM application

Application Name: PecStard OPC Data Access 2.0
Application ID: {5DDESDF3-ED75-44F2-8345-E52FF31EBT4EY

Application Type: Local Server

Authentication Lewel: ’ None - ]

Local Path: CHCETCommon*PecsOPCServer exe

Leam mare about getting these properties.

(oK J[ Cancel J[ reny

b)  Adjust the Security settings like this. Click OK to save configuration
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-
PecStar3 OPC Data Access 2.0 Properties @Iﬂ

| General I Location | Security | Endpoints | Idant'rty|

Launch and Activation Permissions

() Use Default

@ Customize

Access Permissions

() Use Default

@ Customize

Configuration Permissions

() Use Default

@) Customize Edit

Leam mare about getting these properties.

[ ok [ Cancel |[ ey

c) Click Edit in Launch and Activation Permissions, adjust it like this. Click OK to save

configuration

-
m Launch and Activation Permission m

Security

-
Launch and Activation Permission

Security

GI'OIJD or user names:

B2 5YSTEM
%Mministmtors fyamyan-PC Administrators)

IGI'()LIP or user names:

B2, 5TSTEM
%Mministmtors {yanyan-PC\Administrators)
Eﬂ Distributed COM Users fyanyan-PC\Distibuted COM Users)

" 4 Distributed COM Users fyanyan-PCh\Distributed COM Users)

* 4 Everyone: B»LE\rew'one
52 INTERACTIVE B2 INTERACTIVE
’ Add... ] ’ Remave ] [ Add... ] [ Remaove ]
Permissions for Distributed COM

Permissions for Everyone Allow Dery Users Allow Dery
Local Launch (] Local Launch [l
Remote Launch (& Remote Launch &
Local Activation = Local Activation ]
Remote Activation = Remote Activation [l

Leam about access control and permissions
[ ok [ Cancl

Leam sbout access control and permissions
[ ok ][ Cancsl

d) Click Edit in Access Permissions, adjust it like this. Click OK to save configuration
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r r
Access Permission m Access Permission m
Security Security
Group or user names: Group or user names:
52, Distributed COM Users fyanyan-PC\Distributed COM Users) - A Distributed COM Users {yanyan-PCh\Distributed COM Users)
"' § Everyone 82, Everyone
82 SELF 82 SELF
52, SYSTEM 52, SYSTEM
33‘ Administrators {yaryan-PC\Administrators) 33‘ Administrators {yaryan-PC\Administrators)
’ Add... ] ’ Remave ] ’ Add... ] ’ Remave ]
Permissions for Distributed COM
Permissions for Everyone Allow Dery Users Allow Dery
Local Access (] Local Access ]
Remote Access (& Remote Access (&
Leam sbout access control and permissions Leam sbout access control and permissions
0K || Cancel 0K || Cancel

e) Click Edit in Configuration Permissions, adjust it like this.

Click OK to save configuration.

-
Change Configuration Permission m

Security

GI’OIJD Qr User Nnames:

H2 CREATOR OWNER
82 5YSTEM
%Mministmtors fyanyan-PChAdministrators)

"% 4 Distributed COM Users fyanyan-PCh\Distributed COM Users)
3& Users fyaryan-PC\Users)

[ Add ] l Remave ]
Permissions for Distibuted COM
Users Allow Dery
Full Control ]
Read ]

Special permissions

For special permissions or advanced settings,
click Advanced. fdvonced

Leam about access control and permissions
[ ok || Cancel |

11. Come back to PecStar3 OPC Data Access 2.0 properties, in the Identity, set it as The interactive
user. If you can’t set it as The interactive user, please set it as The system account (services

only).
Click OK to save configuration.
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-
PecStar3 OPC Data Access 2.0 Properties @Iﬂ

| General I Location | Security I Erldpointsl Identity |

Which user account do you want to use to run this application?

@ The interactive user.
() The launching user.
() This user.
Uger Browse....

Fazsword:

Confirm password:

The system account (services only]).

Leam mare about getting these properties.

[ ok [ Camcel |[ ey
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Chapter 5 Configure Local Security Policy

Here take Win7 as an example, other OS would be different and please refer to corresponding
documentations.
1. Input regedit in Star > search bar to open Registry Editor and navigate to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

4 Registy Editor oo )
Eile Edit View Favortes Help
b - Els * || Name Type Data
y Errata a5 (Default) REG_SZ (value not set)
; E::Eiﬁ:z:umies ) auditbasedirectories REG_DWORD 000000000 (1)
 Forthssoc %4 auditbaseobjects REG_DWORD 0:00000000 (0)
: GraphicsDrivers gﬂAuthentication Packages REG_MULTI_SZ msvl_0
| GroupOrderList %4 Bounds REG_BIMARY 00 30 00 00 00 20 00 00
 HAL 4| crashonauditfail REG_DWORD 0x00000000 (0]
' hivelist || 5% disabledomaincreds REG_DWORD 0x00000000 (0)
- |, IDConfighB [ everyoneincludesanonymous || REG_DWORD 000000000 (0
bl Keyboard Layout %|forceguest REG_DWORD 0:00000000 (0)
i Keyboard Layouts = J‘}ﬂfullprivilegeauditing REG_BIMARY 00
b -l Kingsoft _u‘:-i'a]LimitBlankF'asswordUSE REG_DWORD 000000001 (1)
ol KSafe 4| LsaPid REG_DWORD 0x00000230 (560)
ksafebootsafe || 5% NoLmHash REG_DWORD 0x00000001 (1)
Q‘_’]Notiﬁcation Packages REG_MULTI_SZ scecli
. LsabstensionConfig 24| ProductType REG_DWORD 000000001 (1)
. Lsalnformation 24 restrictanonymous REG_DWORD 00000000 (0)
> - s MediaCategories 24 restrictanonymoussam REG_DWORD 000000001 (1)
> -js MediaDRM 5] SecureBoot REG_DWORD 000000001 (1)
- Med?alnterfacles gﬂSecurity Packages REG_MULTI_SZ kerberos msvl_0 schannel w
>« . MediaProperties
b | MediaResources
> - MediaTypes
511 MohilePC
| MPDEV
»- J MSDTC
511 MSIPC
b L) MUL .
4 —m G 4| i | 3
Computer\HKEY_LOCAL_MACHIME\SYSTEM\CurrentControlSet\Control\Lsa

2. Double-click and set value as 1.

Edit DWORD (32-bit) Value (3w
Value name:
everyoneincludesanonymaous

Value data: Base

1| @ Hexadecimal

() Decimal

[ ok || Cancel |

3. After modification, you should restart your computer (it is important).
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Chapter 6 Test Connection through OPC Client

After configuration, you need to test if the configurations are valid via 3™ party OPC server such as
Matrikon OPC Explorer. Please note that you should start PecOPC Sever first.
The following part illustrates how to test connection via Marikon OPC Client.
1. Download Matrikon OPC Server installation program and install it, please refer to Matrikon OPC
Explorer documentation for detailed information.
2. Start Matrikon OPC Server.
) MatiikonOPC Bxplorer - [Untitled] =5 |EEE

File Server Group Item View Help

2

Other Network Computers

E!---j Localhost '\ JUDY-RC'
Matrikon.OPC. Simulation. 1 o M 'k OPC
O PecStar3.0PCServer, 1 UT" Gn
: @ Netvork leighborhood OPC Server Connection Options
[ = '§ Other Network Computers
MatrikenOPC Configuration Options
Server Info Group Info

Did you know?
%10
Explorer Tip #2 10101010148

You can configure any MatrikonOPC
Server from OPC Explorer.

Click For Datails "

3. Add new Server by right-clicking Other Network Computer and selecting Add/Connect Server.

& MatrikonOPC Explorer - [Untitled] =N =R~~~
File Server Group Item View Help
=
Other Metwork Computers
El-1§ Localhost \UDY-PC'
BE Matrikon. OPC.Simulation. 1 0 k 0
O PecStar3.0PCServer. 1 Mut" Dn PC
T “ Network Neighborhood OPC Server Connection Options
Add/Connect Server "
MatrikonOPC Configuration Options
Server Info Group Info

Did you know?
1ol
Explorer Tip #4 910101018

OPC Explorer can filter your
browsable OP: ms.

@ MahikonOPC

4. Input Host and select server, and then click OK.
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5.

6.

Connecting to an OPC Server

Host
@ |TestPCd

. |Ln-:a|host
o | =l

Server

The combio bos below containg a list of OPC -
Servers that are curently browsed. Working... @

Please wait while MatrikonQPC Explorer is connecting to
OPC Server: PecStar3.0PCServer. L.,

Ok Catcel ‘

On the server side, you can see the link number of client(s).

PecStar3 OPC Server (23]

2015/1/22 16:37:58

Server Status

nt Link

0 Group Link

Add Group. (Please refer to MarikonOPC documentation for more detailed information.)

& MatrikonOPC Explorer - [Untitled®] ===
File Server Group Iem View Help
& X ¥

PecStar3.0PCServerl

B¢ Locahost "\WUDY-PC'
B Matrikon.OPC.Simulation. 1 ° k 0
O PecStar3.OPCServer, 1 MGT" nn PC

“ Network Neighborhood

H OPC Server Connection Options Supported OPC Interfaces
E'-g Other Network Computers -
- TESTRC1 a = M\ x
=-off Pecstar3.opcse ) Add Group
() CET-Test

Mew Group Settings:

(-9 el
Group Mame: | v Create Active

Cancel
Update Rate: llﬂﬂﬂi (msec) W
% Deadband: |0 (Full 5cale) rity Risk Detected.

Time Bias: | (GMT+08:00) Befjing, Chongging, Urumgi, Hong Kang j Server does not support
ation,

URITY CHECK

Server Info Group Info

Server: PecStar3.0PCServer. 1 MatrikonOPC
% I 81 = Global 24/ 7 Support

Connected: Yes, on TESTPC1

State: Running

Groups: 1

Total Ttems: 0

Current Local Time: 01/23/2015 3:03:31.586 PM
Update Local Time: 12/30/189% 12:00:00.000 AM

® Matrikon0OPC

Add Items, select item sources and click OK.
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@ MatrikanOPC Explorer - [Untitled®]
File Server Group Item View Help

REITH | FFXOF® | Sd o

CET-Test Contents of "CET-Test'

17§ Localhost TWUDY-PC Item ID [ a.] value | Quality [ Tmestamp | status

B Matrikon. OPC. Simulation. 1 8 No items

O PecStar3.0PCServer. 1
Metwark Neighborhood

-3 Other Network Computers
E1-¥a TESTPCL

- PecStar3.0PCServer. 1

Deactivate
Use Async /O
Demand Read

Add Items Ins

Export [tems

Delete Del |
. Group Info |

Server

roup: CET-Test

Properties
Server: PecStar3.0PCServ|
‘onnected (Async I/0): No
‘Connected: Yes, on TESTPC1 | MatrikonOPC eLearning

State: Running Learn on your own time A e: Yes
‘Groups: 1
Total Items: 0 urrent Update Rate: 1000 ms

Clhek Far Detalls R

Percent Deadband: 0.00%
Data Change Rate: 0.00 [tems/Sec

‘Current Local Time: 01/23/2015 3: :
U e L I Time: 30/1899 12:00: o
AAEETUBIE) @ Matrikon0PC

@, MatrikonOPC Explorer (CET-Test)
File Edit View Browse
W% R X @8 =

Tag Entry |

Tags to be added:

TaGy Tagy TAG:

CET.BS 2nd CET.BS2nd  CET.BS 2nd
Floor, 2F E...  Floor.2F E...  Floor,2FE...

T463  temm: |cET.B5 2nd Floor. 2F East Incomer 1 %|

Data Type: IEmpty.'DefauIt .l [¥ Create Active
Access Path: I e}f\l @ @ I 2

CET.BS2nd  CET.BS2nd  CET.BS 2nd

Filter: I— Data Type Filter: [Empty/Defodlt = Floor, 2F E...  Floor,2FE...  Floor.2F E...

m

|V wirite Access | Read Access [ Branches [ Items @ @ T 2
Available Items in Server 'PecStar3.0PCServer. 1 CET.BS 2nd  CET.BS 2nd  CET.BS 2nd
&[] PecstarControl Floor,2F Ea... Floor.2FE... Floor.2FE... 2
Tag: CET.BS 2nd Floor. 2F East Incom
Access Path:
Validated: No

Data Type: Empty/Default
| - Create Active: Yes

Available Tags
¥ ET.BS 2nd Floor. 2F East Incomer. Vllavg
ET.BS 2nd Floor. 2F East Incomer. Vibc
ET.BS 2nd Floor. 2F East Incomer. Viica
ET.BS 2nd Floor. 2F East Incomer. Vinavg

Readable: 777
Writeable: 772

oK Cancel

|Select an item to view its properties in the Item Info panel, double click te edit, or right click for more options. v

The available tags are parameters that you configured via PecOPCServer before, please refer
to Chapter 3 Configured PecStar OPC Server.
All selected parameters will be displayed on the right pane. Compare the values between

PecStar OPC Server and MarikonOPC Client to verify the OPC configuration and connection.
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BS 2nd Floor 2F East Incomer Analog 225,334777832. CET.BS 2nd Floor. 2F Eas
BS 2nd Foor 2F EastIncomer Ve Analog 226.236297607... CETBS 2nd Floor. 2F Eag
BS 2nd Floor 2F EastIncomer  Vinawg Analog 226.81721496532 CETBS 2nd Floor, 2F Eag
BS 2nd Floor 2F EastIncomer  Vlab Analog 393.008850097... CETEBS 2nd Floor, 2F Eag
BS 2nd Floor 2F EastIncomer  Vibe Analog 393.395874023... CET.BS 2nd Floor. 2F Eas
BS 2nd Floor 2F East Incomer  Vlca Analog 392,124114%90... CET.BS 2nd Floor. 2F Eas
BS 2nd Floor 2F East Incomer  Vllawg Analog 392842926025, CET.BS 2nd Floor. 2F Eas
BS 2nd Floor 2F EastIncomer  Ia Analog 39.4814338684...  CET.BS 2nd Floor. 2F Eas
& MatrikonOPC Explorer - [Untitled™] [F=
File Server Group Item View Help
I IR YRR
CET-Test Contents of "'CET-Test'
-1y Localhost UDYC’ Itm ID [ a.] value | Quality [ Tmestamp [ status
&% Matrikon.OPC.Simulation. 1 ET.BS 2nd Floor. 2F East Incomer, [a 39.5183219909668 Good, non-specific  01/23/201... Active
;O PecStar3.0PCServer.1 6 CET.B5 2nd Floor. 2F East Incomer. Th 47.899242401123 Good, non-specific 01/23/201... Active
g Network Neighborhood 65 2nd Floor, 2F East Incomer.Va 228,876373291016 Good, non-spedific
El-55 Other Network Computers 8 CET.BS 2nd Floor. 2F East Incomer.Vb 225.216217041016 Good, non-specific  01/23/201... Active
TESTRCL 88 CET.BS 2nd Floor. 2F East Incomer, Ve 226,328857421875  Good, non-specfic D1/23/201.. Active
B "__:_gf:‘;‘j'_i_g:fsmer‘l 8 CET.BS 2nd Floor. 2F East Incomer. V... 392.02587890625 Good, non-specific  01/23/201... Active
s CET,BS 2nd Floor, 2F East Incomer. V... 392,818023681641 Good, non-spedfic  01/23/201... Active
ET.BS 2nd Floor. 2F East Incomer. V... 394.087127685547 Good, non-spedific  01/23/201... Active
s CET,BS 2nd Floor, 2F East Incomer. V... 392,341125483281 Good, non-spedfic  01/23/201... Active
Tk CET.BS 2nd Floor. 2F East Incomer. V... 226.807144165039 Good, non-spedific  01/23/201... Active
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Contact us

Ceiec Electric Technology Headquarters

8/F, Westside, Building 201, Terra Industrial & Tradepark, Che Gong Miao, Shenzhen, Guangdong,
P.R.China 518040

Tel: +86.755.8341.5187

Fax: +86.755.8341.0291

Email: support@cet-global.com

Web: www.cet-global.com
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